
Data Protection | Rapid Recovery
x86 플랫폼을위한 백업및 DR 구축솔루션

데이타트렌드 표성수이사
Tel�:��070-8257-4307
HP�:�010-2776-4307
E-mail�:�pyosungsu@gmail.com
Homepage��:�
www.datatrend.co.kr

글루시스권국봉부장
Tel�:�070-8797-6547
HP�:�010-2584-1976
E-mail�:�gbkwon@gluesys.com
Homepage��:�www.gluesys.com

mailto:pyosungsu@gmail.com


2

Rapid Recovery Overview: x86 기반의 서비스 보호 및 DR 구축 솔루션

Protect Replicate

• Agent based Backup
- Physical Machine
- Virtual Machine
- Cluster

• Agentless Backup
- VMware ESXi

• Deploy Agents 
- Windows
- AD, ESXi

• Restore Machine
- Live Recovery
- BMR

• Mount Recovery Point
- File Level Recovery
- Mailbox Restore  

• VM Export 
- One-time export
- Virtual Standby

Restore

• Archive to 
- Local
- Network
- Cloud

• Import
- One-time import
- Scheduled

• Attach to archive
- File Level Recovery
- BMR

Archive

• Replication topology
- 1:1
- M:N
- Cascade

• WAN optimized
- Control bandwidth
- Seeding

• Free for one Target

Dashboard

Management Console

Reports Event & Notifications Retention

De-duplication Compression Verification Encryption

True Scale Repository : SAN, NAS, DAS, Cloud
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• 이미지 증분 스냅샷 백업을 통하여 저장 공간 및 백업 IO 최소화
• 백업 이미지 스냅샷은 5분 주기 생성 è 손실데이터 최소 5분
• 백업 부하 최소화 è 최대 1% 이하의 CPU 점유율

Protect Continuously: 5분간격이미지증분백업

Exchange Server

File Server SQL server

Domain 
Controller

Forever 
Incremental 
Snapshots

Application 
Server

OS

APP

DATA

Rapid Recovery
Smart 
Agent

IMAGE_12:00
IMAGE_12:05
IMAGE_12:10
IMAGE_12:15

Recovery Points
Agentless
Snapshots
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• 글로벌 중복제거 및 압축을 통하여 백업 스토리지 최소화 : 80% 이상의 효율

• 백업 저장소(Repository)에 저장되는 모든 데이터에 대한 글로벌 중복제거

Protect: 고효율압축및중복제거
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z

Identical 
hardware

Dissimilar
hardware

Bare Metal 
Restore

Virtual
Server

5분단위
이미지/스냅샷백업

Rapid Recovery

Physical

Cloud

Virtual

• The ultimate flexibility for disaster recovery

•백업된 OS Image 는이기종 HW Platform 에설치/배포가가능

• VM 의물리적 Host (이기종 or 동일기종) 간의Migration 에도사용

• P2P, P2V, P2C, V2V, V2P, V2C, C2P, C2V 지원

Amazon S3 
MS Azure 
RackSpace

OpenStack

Recovery: Universal Recovery TM
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Forever 
Incremental 
Snapshots

Friday, Sep 12, 2014
ü 01:00 – C: D: E: F:
ü 01:30 – C: D: E: F: 
ü 02:00 – C: D: E: F:
ü 02:30 – C: D: E: F:
ü 03:00 – C: D: E: F:
ü 03:30 – C: D: E: F: 
ü 04:00 – C: D: E: F:
ü 04:30 – C: D: E: F:
ü 05:00 – C: D: E: F:
ü 05:30 – C: D: E: F: 
ü 06:00 – C: D: E: F:
ü 06:30 – C: D: E: F:
ü 07:00 – C: D: E: F:
ü 07:30 – C: D: E: F: 
ü 08:00 – C: D: E: F:
ü 08:30 – C: D: E: F:
ü 09:00 – C: D: E: F:

.

.

Exchange data 는
데이터베이스를마운트하여
확인

•백업된 Data(MS SQL Server, MS Exchange)의자동또는수동검사기능

•복구대상데이터에대한지속적인정합성을보장하여복구실패를차단

OS

APP

DATA

SQL Server data 는
데이터베이스를인스턴스에
연결하여확인

SQL server

Exchange Server

✓

Recovery: Verified RecoveryTM
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Recovery: Live RecoveryTM
•복구와동시에 data 접근및서비스사용가능(SQL, Exchange, SharePoint 등)

•데이터복구작업은백그라운드로수행되며, 데이터접근(on-demand)우선순위에따라복구

대상데이터작업이종료될때까지관리됨

metadata 복구
- directory structure

- security descriptors

- NTFS file attributes

- free space map

- and so on

실제데이터복구
-요청되는데이터의우선순위에따른복구작업
-애플리케이션및사용자는모든데이터를투명하게사용할수있음

Rapid Recovery Console
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Live Recovery functional diagram
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Recovery: 개별파일복구-Local Mount Utility

Rapid Recovery
Server/Desktop

Mount Point 를통한
Backup Storage Direct Access

•백업관리자의업무를획기적감소, 복구대상파일을신속하게복원

(File, SQL Database, Exchange Message)

• PC 또는서버의 network drive 형태로mount point 가제공

• Image 형태로백업된백업 Data를사용하여원격 File 시스템형태로사용
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Recovery: Archive
•백업된복구포인트를원격의 NAS나클라우드에아카이브저장을통한 2차백업

•주요클라우드환경에대한 Cloud Connector 제공하여클라우드환경에데이터저장가능

•저장된아카이브를직접마운트하여파일단위의복구가능

원격의 NAS에백업아카이브저장
Rapid Recovery

IMAGE_12:00

IMAGE_12:05

IMAGE_12:10

IMAGE_12:15

Recovery Points
클라우드에백업아카이브저장

Mount &
File Level Recovery

Mount &
File Level Recovery

Archiving

Archiving
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Recovery: Virtual Standby(or Export)
•가상환경의 Virtual Machine으로지속적인이미지업데이트

•서버장애시 Standby VM을가동하여서비스재개Æ Near Zero RTO

• ESXi및 Hyper-V, VirtualBox등을 Hypervisor환경으로이용

VMWare

Rapid Recovery CoreRapid Recovery Core

Protected hosts & 
applications

Physical

Virtual
Hyper-V

Physical

Virtual

WAN 최적화복제

Hyper-V / 
VMWare

Disaster Recovery location
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Replication

•압축및중복제거된백업을복제하므로최소의 Network 대역폭사용으로원거리복제

• M:N의유연한복제토폴로지를구성하여다양한형태의 replication 구현

Simple Replication Multi-Point Replication

Source Target

Source Target A Target B

Source1

Target A

Target B

Target C

Target D

Cascaded Replication

Source2

Production Servers

WAN-optimized 

replication

WAN

De-duplication

Rapid RecoveryRapid Recovery
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Replication + Virtual Standby

Rapid Recovery

• Automatic VM 
Replication

• Time Shift
• HW Platform Free

Data

OS Image

Rapid Recovery

OS + Data

• Deduplication
• Compression
• Forever incremental 
Snapshot

• 5 분단위 백업 간격

Internet
(TCP/IP)

• 압축 중복 제거
• NW 회선 비용
최적화

• WAN Replication
• SSL 암호화

DR SiteProduction Site

Data

OS Image

Data

Data

OS Image

OS + Data

Data

OS Image

Data
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편리한사용

•운영서버의 OS 및데이터를볼륨단위로선택적인백업및복구지원

•백업및복구절차의단순성으로효율적인서비스복구체계구축가능

IMAGE_12:00

IMAGE_12:05

IMAGE_12:10

IMAGE_12:15

Recovery Points
① 백업볼륨 선택

② Snapshot백업 수행

③ Recovery Point선택 - Restore수행

④ 데이터복구 선택

Snapshots

④ OS/데이터복구(BMR) 선택
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편리한사용

•대시보드를통한백업상황및백업서버리소스상황모니터링

• Notification Group 설정기능을통해서알림의내용/방법/대상을커스터마이징관리

- Email, Windows Event Log, syslog, SNMP 등다양한알림방법제공
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운영자편의에맞는모니터링기능제공

데이터보호를위한최적의대시보드제공

• 드래그 & 드롭으로사용자편의제공

• 클릭한번으로간단히사용

• 마지막으로성공한복제시간제공

• DVM 저장소상태보기가능

• 에이전트연결상태확인

• 백업속도확인
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대시보드요약표정리

Easily monitor and maintain data protection for critical systems

Summary table view

• 요약된테이블과대시보드기능제공

• 고객사가원하는요약본과대시보드간에

상태전환가능

• 그리드로표시되어마지막 Snap-shot, 복구

지점및대상저장소를빠르게보여줌
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Rapid Recovery Appliance: DL Series
DL4300 Backup and Recovery Appliance

(Standard Edition)
Feature Specification

Processor • Two Intel Xeon E5-2640v3 2.6 GHz

Drives(Internal)

• 2x 300GB SAS drives for OS (2.5”, 10K, 6Gbps) RAID 1
• Standard 5TB Edition
• Standard 10~20TB Edition
• Standard 30~40TB Edition
• Standard 50~60TB Edition

Memory • 64GB or 128GB RDIMM

Network connectivity • Dual 4x1GbE Broadcom NIC or 
4x1GbE Broadcom NIC and 2x10GbE Broadcom NIC

Maximum physical 
capacity

• Standard Edition : 5TB - 60TB
• High Capacity Edition : 120TB using up to four 

MD1400 expansion shelves(40TB - 120TB)

Features

• Inline block level deduplication
• Snapshots
• Live Recovery®
• Capacity licensing
• Standby Virtual Machines for Disaster Recovery - 2 

edition included with license

Quest DL1300
1, 2, 3 and 4TB 

Quest DL4300
Standard Capacity

Up to 60TB

Quest DL4300
High Capacity

Up to 120TB

Capacity License: 저장데이터사이즈기준
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Rapid Recovery Agent 지원 x86

Microsoft Windows Vista SP2
Microsoft Windows 7 SP1
Microsoft Windows 8, 8.1*
Microsoft Windows 10
Microsoft Windows Server 2008 SP2
Microsoft Windows Server 2008 R2 SP1 
(except Windows 2008 Core)

Microsoft Windows Server 2012
Microsoft Windows Server 2012 R2*

필요및기타사항:  
• * ASP .NET 4.5.x role/feature 필요
애플리케이션인지
• SQL Server : 2005 이상, 
• Microsoft Exchange : 2007 SP1 Rollup 5 or later, 

2010, 2013
• SharePoint 2007, 2010, 2013

Red Hat® Enterprise Linux® (RHEL) 6.[3~7], 7.0, 7.2
CentOS 6.[3~7], 7.0, 7.2
Oracle Linux 6.[3~7], 7.0, 7.2
Ubuntu 12.04 LTS, 12.10, 13.04, 13.10, 14.04 LTS, 
14.10, 15.04, 15.10
SUSE® Linux Enterprise Server (SLES) 11 (SP2 and later), 
12

필요및기타사항
• ext2, ext3, ext4 및 xfs파일시스템만지원
•설치시 root 유저아닌일반유저계정필요

Common Notes
• UEFI 지원
• 클러스터공유볼륨의기본백업은

Windows 2008 R2 에이전트에서만
지원

• Hyper-V CSV 으로 Virtual Export 지원
• 설치시에자동으로로컬방화벽
규칙추가됨
: Port : 8006, 8009

• 에이전트설치후 reboot필요
• Agentless 방식의경우 VMware Tool 
필요및 CBT enable 권고
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결론

• Live Recovery: 복구와동시에서비스를기동
• 개별파일복구는탐색기처럼사용가능
• 다양한형태의복구방법선택

(P2V, V2V, V2P, P2P, P2C, V2C C2P, C2V)
빠른복구

• Snapshot: 파일갯수에영향없는지속가능한 incremental 백업
• 백업된데이터의가상화환경으로전환
• MSSQL, Exchange 및 Sharepoint 에대한별도백업이필요없음

빠른백업

• 직관적인 UI
• 짧은시간의교육을통해운영가능
• 어디에서나접속가능한WebUI

사용편리
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